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A Method for Detecting Abnormality of CAN Bus in Vehicle
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Abstract; With the development of intelligent and networking technology in automobile, the malicious attacks against in-vehicle

CAN networks are increasing day by day, and the problem of information safety in automobile is aggravated. In this regard, this

paper analyzes the security loopholes and threats which the CAN bus faced, put forward a kind of anomaly detection algorithm for

vehicle CAN bus. The method uses support vector machine algorithm to distinguish between normal message and abnormal mes-

sage, so as to realize the CAN bus anomaly detection. Theoretical and experimental studies show that this method can effectively

detect abnormal packets in the CAN bus with a detection rate of over 90% , which can effectively resist malicious attacks such as

tampering and cheating on the vehicle CAN bus.
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1 Introduction

With the rapid development of automotive elec-
tronics, network and information technology, car
networking is providing a new path for technological
progress in the automotive industry and the intelli-
gent transportation industry. However, the develop-
ment of networked cars exposes vulnerabilities and
provides opportunities for attackers. In 2013 Ameri-
can hackers Miller and Valasek controlled the func-
tions of the steering wheel, throttle and brake of the
Ford Maverick and the Toyota Prius through the
OBD interface''’. In 2015, the two hackers took o-
ver Jeep Cherokee again, and the car company
therefore recalled 1.4 million cars'®’. Tencent Cohen
Labs and 360 Company cracked Tesla in 2016 to i-
dentify the remote control of Tesla. These cases
make car information security issues fully con-
cerned, in November 7, 2016, China released the "
Cyber Security Law of the People’s Republic of Chi-
na" , that clearly required depot and car network op-
erators to take the necessary measures to safeguard
vehicle network security.

Domestic and foreign scholars have carried on a
series of researches on the information security of

CAN bus in the car. Woo et al.'* proposed a light-

weight message encryption method using AES-32 al-
gorithm to encrypt CAN messages, but this method
has a certain impact on message transmission rate.
Yuhe and others from Jilin University proposed to
detect the CAN bus anomaly by using information
entropy method. This method can detect the abnor-
mal number of a specific message, but can not accu-
rately detect the anomaly of CAN message data bit.
Wu Shangshi, Jilin University, put forward a CAN
bus dynamic password authentication method, which
can improve the authenticity of CAN communication
nodes and message integrity, but increased the delay
time in the car initialization phase. At this stage, en-
cryption and authentication mechanism is difficult to
achieve. This paper presents a mechanism for detec-
ting anomaly on a car gateway. The detection mech-
anism uses the support vector machine algorithm to
detect the data field of a CAN bus message in the
vehicle, which can effectively detect any anomaly.
This method is conducive to users in a timely manner

to resist external malicious attacks.

2 Automobile CAN-Bus

2.1 Automotive CAN bus topology

At present, the interior of an automobile gener-
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ally includes tens or even hundreds of ECUs. As
shown in Figure 1, different performances of ECUs
are connected to different CAN buses and also inter-
connected to form an in-vehicle network through a
gateway. Each ECU is connected to high-speed CAN
and low-speed CAN line due to different perform-
ance and real-time. Low-speed CAN bus baud rate is
generally 250kbps, usually mounted with dashboard,
air conditioning, doors, windows, lights and other
control unit; high-speed CAN bus baud rate of
500kbps, usually mounted with the engine, airbags
and other control unit. The central gateway is the
core of the CAN network, which is responsible for
the format and rate conversion of different network
data and also as the last level of external data ente-

ring the automotive interior CAN network.
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Fig. 1 CAN network topology

22 Automotive CAN bus communication mechanism
2.2.1 Electrical characteristics

The physical medium of CAN bus in the car is
twisted-pair, the two lines are represented as CAN_

H and CAN_L respectively. The signal in the twisted

pair is transmitted as a differential voltage;
V= VH 'VL ( 1 )
In static state, CAN_H and CAN_L are 2.5V or
so, at this moment V = OV, represents the logical

state is "1" , it is the recessive state.

In dynamic, CAN_H is about 3.5V, CAN_L is
about 1.5V, then V = 2V this state represents the
logic " 0", which is dominant. The CAN message
consists of such "0" and "1".

2.2.2 CAN message structure

Inside the car, the CAN bus transmits messages
in the form of broadcast. As shown in Figure 2,
CAN messages have two formats, a standard frame
format and an extended frame format. The basic
structure of the two frames is the same, including
the arbitration field, the control field, the data field,
the CRC field and the frame end field. Only the
length of the arbitration field is different. The length
of the standard frame arbitration field is 11 bits and
the length of the extended frame arbitration field is
29 bits. The extended frame and the standard frame
each have 0-8 data fields and contain the specific in-
struction information of the message. The anomaly
detection mechanism in this paper mainly detects the
data field of CAN message.

2.2.3 Arbitration mechanism

Car CAN bus uses CSMA / CD ( Carrier Sense
/ Collision Avoidance ) arbitration mechanism.
When multiple nodes on the bus send packets at the
same time, the packets with the highest priority are
sent first. Each CAN message has a unique ID, "0"
has a higher priority than " 1", so the smaller the

message ID, the higher the priority.
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Fig. 2 CAN message structure

The ECU node on the vehicle CAN bus receives

the message of the CAN bus in real time. When it is
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identified that the message ID matches its own ID,
the node receives the message and performs corre-
sponding actions. When the IDs do not match, the

node discards the message.

2.3 CAN bus security vulnerability
At the beginning of the design of the CAN bus, the
car was a relatively closed system, thus, CAN bus
information security issues were not considered, it
made the car CAN bus now exposed serious security
vulnerabilities.

(1) the broadcast characteristics of the message

Since the CAN bus message is broadcasted, any
node on the CAN network can receive the message
when the message is sent. This allows hackers to use
malicious techniques to simulate the ECU node to
monitor the CAN network information, and reverse
analysis of information or send forged data to a-
chieve the malicious control of other nodes on the
CAN bus.

(2) Information is not secure

CAN message on the bus, without any digital
signature or message authentication code protection,
resulting in the inability to guarantee the integrity, a-
vailability, authenticity and non-repudiation of the
information.

(3) Vulnerable denial of service

Malicious attackers use the arbitration mechanism
of the CAN bus to continuously send packets with high
priority arbitration IDs to the bus so that other ECUs
can not use the bus, causing the ECU to fail.

(4) CAN bus interface without safety protection

The interface of OBD clearly stipulates that the
pins of CAN network in the car can be directly con-
nected to the car network via the CAN pin. The at-
tacker can replay, flood and tamper with the car
CAN network.

3 Abnormal detection method

The 8 data bits of the CAN bus message repre-
sent different meanings and carry important control
information. Hackers can modify the important data

bits of the ID to maliciously control certain functions

of the car, so CAN message data bit anomaly detec-
tion is very important. CAN message data anomaly
detection can be seen as a two-category machine
learning problems, divided into normal data packets
and abnormal data packets. In this paper, an algo-
rithm of support vector machine (SVM) is used as an

anomaly detection of in-vehicle CAN message data.

3.1 Support Vector Machines

Support Vector Machine (SVM) is a kind of
machine learning method based on statistical learning
theory, which can get a smaller error classifier
through limited training samples. Suppose the sample
is (Xi, Yi),i=1,2, ...

ple, Yi is the classification identification number and

n, Xi is the input sam-

Yi (-1, +1) is defined. The classification surface e-
quation can be expressed as:

wx, +b =0 (2)

Where Xi is the input vector, w is the weight

vector, its value can be adjusted, and b is the offset.

In order to make the separation larger between train-

ing samples, the problem is transformed into the

quadratic programming problem

1
min [ | 3)
y(wx, +b) =1,i=1,2,...n (4)

Then establishing Lagrange function to solve the
optimal
J(w,B) =f(w) + X Bh(w) (5)
i=1

Where (i Lagrange multiplier, seeking partial

derivative equation ;

a_y
Jw (6)
o,

B,

We can find the value of w ,[3, minimize the
objective function f (w) , the constraints transform
into;

hilw)=0,1=1,2,...,m
gi(w) 20,i=1,2,....k

Defining the Lagrange Functions:

(7
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S8 = f) + 3B w) + 3 ag () (8)

Finding the maximization objective function ;

Q(a) = Za _72 ZaLa/dex x, (9)

i=1 j=1

To get the decision-making surface;

!
Zai*dixzvx +bx =0 (10)

The a," is the optimal solution to the problem.

Because CAN message data is not one-dimen-
sional, but 1-8 multi-dimensional data, each dimen-
sion represents a feature of the data. The kernel func-
tion is used to process multi-feature data, and the
data is mapped from n-dimensional space to a high-
dimensional space by the inner product computing
kernel function. Through the kernel function, the in-
separable function in n-dimensional space becomes
separable in the high-dimensional space. In this pa-

per, RBF warp-based kernel function analysis:
EREAE
K(x,x;) = exp e — (11)
o

RBF classifier assigns a support vector to the
center of each radial basis function. The weight of
the function is automatically generated by the algo-
rithm, and the value of o determines the classifica-
tion surface. The classification function of support
vector machine is similar to a neural network, and
the input vector is mapped to a high dimensional fea-
ture space through prior selection. The output func-
tion is a linear combination of intermediate nodes.

The SVM architecture is as shown in the figure 3.

3.2 CAN bus detection with Support vector machine
The method of support vector machine is used to

count the data characteristics of normal CAN message
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Fig. 3 SVM system structure

and to determine the functional relationship between
intrusion behavior features and normal features. By
analyzing the CAN bus data, it detects if there is any
anomaly for data. The dichotomous problem analysis
method is used to distinguish the normal message
from the abnormal message in the vehicle bus. Every
bit of CAN bus message data bit may carry key infor-
mation, and an exception should be detected for each
bit. The final decision function of SVM is decided by
a few support vectors. Therefore, considering each bit
of data bits as a feature, the message data bits are di-
vided into 8 features, and if the data bits of the mes-
sage are less than 8 bits, 00 is used instead.

The CAN bus message is collected. The maxi-
mum data length of the message is 8 bytes, and the
message is divided into 8 features to detect the ab-
normality of each data bit of the different ID mes-
sage. Figure 4 shows the support vector machine de-
tection model. The processed normal messages and
abnormal messages are input to the system for train-
ing, and an anomaly detection indicator is obtained
for judging whether the on board bus is abnormal.

The data packets in the vehicle are classified ac-
cording to ID, and the data bits of each type of ID
packet are trained to find the optimal classification

solution.

i SVM training

\ 4

CAN bus data ——»  Data preprocessing

— Data detection —>i response

Fig. 4 Support vector machine detection model

Algorithm steps are as follows:

1) collect normal data samples and abnormal da-

ta samples, add classification identification number ;

2) The training samples are input into the sup-
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port vector machine system to get the best classifica-
tion surface standard;

3) According to the threshold standard, the da-
ta in the bus is detected, the normal data and abnor-
mal data are classified;

4) Repeat steps 1-3 for the results of the classi-
fication to update the classification threshold criterion

to reach the optimal classification test.
4 Experimental simulation

In order to acquire the actual data of a CAN bus
in a domestic car, the V-spy is connected to the
OBD diagnostic interface in the car, and the collect-
ed data is used as an experimental sample. The

process of collection is shown in Figure 5.
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Fig. 5 data collection

As shown in Figure 6 (a), a total of 3680
packets with the ID 0x101 are collected. The sample
data is large enough for testing experiments. Filter
the packet data to get all the data that ID is 0x101,

as shown in Figure 6 (b).
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Fig. 6 CAN message

The data of ID 0x101 is summarized. Because
of the security relationship, the data of the middle

part is processed :
Table 1 normal message with ID 0x101

ID Data
1 0x101 6F 00...... 00 40 00
2 0x101 FA 0l...... 00 00 00
3 0x101 A6 02...... 03 00 00
4 0x101 FO 08...... 05 00 00
5 0x101 1E 09...... 01 00 00
6 0x101 F7 0A...... 03 00 00
7 0x101 A7 02...... 00 40 00

Since the above data comes from the real data
in the car, there is no abnormal data. Generate ab-

normal packets in a random and random manner ;

49931 19.904ms. HS CAN $101 101 8 6F 00 7F 3 330040 00 HS CAN 017/
49932 20.030ms HS CAN $101 101 8 FADI 77 3 83 00100 00 HS CAN 2017/
49933 19.996ms. HS CAN $101 101 8 [A802 7 3 83103 00 00 HS CAN 2017/
49934 20.099ms HS CAN $101 101 8 32103 7F 3€ 83100 00 00 HS CAN 22017/
49935 20.005ms HS CAN $101 101 8 ABI04 77 3€ 83104 00 00 HS CAN 2017/
49936 19.929ms HS CAN $101 101 8 #5105 7F 3€ 83100 00 00 HS CAN 22017/,
49937 20.020ms HS CAN $101 101 8 (15106 77 3€ 83103 00 00 HS CAN 2017/
49938 19.998ms. HS CAN $101 101 8 70007 7F 3283030000 HS CAN 22017/,
9939 19.989ms HS CAN $101 101 8 FOI08 7 3€ 83105 00 00 HS CAN 2017/,
w0 mem  rsowso o1 s EmrEsman o a1
49941 19.912ms. HS CAN $101 101 8 [F70A 7 3 83003 00 00 HS CAN 22017/
49942 20.039ms HS CAN $101 101 8 26108 7F 3€ 83102 00 00 HS CAN 22017/
49943 20.010ms HS CAN $101 101 8 [800C 7 3¢ 83103 00 00 HS CAN 2017/
49944 20.009ms HS CAN $101 101 8 510D 7 3¢ 83002 00 00 HS CAN 2017/,
o ammsm wowso o METEE@u0  Hoom a0
o somm  wowsm o mErEnGNO KoM 201
Table 2 formal message with ID 0x101
ID Data

1 0x101 12 03...... 43 40 34

2 0x101 2A 01...... 60 80 40

3 0x101 A6 62...... A3 70 89

4 0x101 60 78...... 05 45 55

5 0x101 1E 09...... E1 80 00

6 0x101 47 67...... 03 34 05

7 0x101 AT 02...... 90 40 0A

Select the normal ID data 400 as a training sam-
ple, to be testing standards. Take 200 abnormal sam-
ples and 200 normal samples randomly mixed, as a
test case input support vector machine detection sys-

tem, the following test results:

Table 3 Abnormal detection results

The number of packets Number of abnormal packets

Number of detected abnormal packets

Detection rate

400 200

189 94.50%
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The 20 different ID data were tested, the detec-
tion rate were obtained, the summary results shown in
Figure 7. It can be seen that the detection results of
different ID packets are different, but the detection
rates are all above 90%, indicating that the detection
method has higher accuracy and can be used to detect

abnormalities of data bits of CAN bus messages.
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Fig. 7 Different ID messages test results

5 Conclusion

In this paper, according to the characteristic of
CAN message, the data part of the message is classi-
fied by the feature, and a CAN bus anomaly detec-
tion model based on SVM is proposed. By collecting
the normal message on the vehicle CAN bus and in-
putting the normal message and the abnormal mes-
sage into the SVM detection system, the system
learns the difference between the normal message
and the abnormal message through the machine
learning method to obtain the detection standard val-
ue. This value can be used to detect whether any ab-
normal data occurs in real time. Experiments show
that this method can effectively detect malicious at-
tacks such as data tampering on the CAN bus in the

vehicle.
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